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CHAPTER 2
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INTRODUCTION

The Netherlands is one of the countries where the idea of increasing the efficiency
and effectiveness of efforts in the area of anti-money laundering (AML) and
countering the financing of terrorism (CFT) through the intensification
of collaboration between the private sector, the Financial Intelligence Unit
(FIU-NL) and law enforcement authorities, through public-private partnerships
(PPPs), plays a prominent role. There is a strong intrinsic motivation within
the banking industry to work together with public institutions to tackle societal

* The authors would like to thank Marijke Roosen for her valuable contribution in conducting
the interviews in preparation for this analysis, and Rolf Hoving, Sascha van Schendel and
Bert-Jaap Koops for their input on Dutch criminal law.
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challenges, such as fighting crime and terrorism and their financing. Following
some earlier initiatives for conjoining private and public efforts to combat
cybercrime through a cooperative private—public taskforce, the collaboration
between public and private entities was intensified and operationalised in
the years 2017-19, with the objective of employing PPPs to facilitate the
fight against money laundering and financing of terrorism. The collaboration
between law enforcement authorities and banks took the form of two taskforces:
the Terrorism Financing Taskforce (TFTF) and the Serious Crime Taskforce
(SCTF). The collaboration between the financial intelligence unit (FIU) and
banks took the shape of a working group (the Fintell Alliance).

The cooperation between the biggest Dutch banks,! law enforcement
authorities and the FIU-NL is intended to respond to the major shortcoming
of the current AML/CFT system, which can be described in general as a lack of
a broader picture of signals which may indicate crime or terrorism financing-
related activities — in other words, the limited capacity of both private and
public parties, acting alone, to connect individual dots in the way necessary for
taking immediate action. By promptly sharing critical information and making
correlations of relevant data, PPPs offer a possibility to overcome this limitation.
They can contribute to improving the outcomes of AML/CFT compliance
strategies and of tactical operations, and facilitate analyses of sophisticated
money-laundering schemes. Although the Netherlands is among the pioneering
countries in employing PPPs in the field of AML/CFT, such PPPs are still a rather
new and under-studied phenomenon. The functioning of the existing PPPs is
still undergoing further development, and has room for further advances.

The objective of this analysis, reflected in its structure, is: (1) to provide
a brief general overview of the existing Dutch PPPs, tracing the history
and motivations for their establishment (section 1); (2) to discuss common
characteristics of the Dutch taskforces on AML/CFT and give a more detailed
account of their structure, composition and way of functioning, as well as to
provide observations on the covenants establishing and governing these PPPs
(section 2); (3) to discuss the structure and way of functioning of the Fintell
Alliance (section 3); (4) to analyse the legal regime applicable to Dutch PPPs and
reflect on the legality of sharing personal data (section 4); and (5) to summarise
the findings, concluding with a short assessment (section 5 (Conclusions)).

Due to the nature of the financial PPPs, some details regarding their
operations and functioning remain confidential. The presented information
and analysis are based on publicly available information collected through desk
research, as well as on the data collected through five interviews with relevant
stakeholders from the FIU-NL: the Dutch Public Prosecutor’s Office, the Dutch
National Bank (DNB), Deloitte, and ING Netherlands.

! At the time of the writing of this analysis, in the Netherlands banks are the only obliged

entities that participate in the Dutch PPPs.
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1. THE EMERGENCE OF THE PUBLIC-PRIVATE
PARTNERSHIPS

The history of, and inspiration for, the Dutch PPPs in the area of AML/CFT can
be linked to earlier initiatives and events. The origins of the PPPs can be found
in earlier activities undertaken in the field of combatting digital crime in the
banking sector. In 2003 several Dutch banks launched the Financial Institutions —
Information Sharing & Analysis Centre (FI-ISAC) initiative, which in 2006 was
joined by a number of government departments.? The primary objective of the
FI-ISAC was, and remains, to maintain a confidential exchange of information
relevant for cybersecurity (e.g. information about incidents, threats and
vulnerabilities, but also best practices),® and thereby to mitigate the cybersecurity
threats to banking data.

In 2011, four Dutch banks, together with the Public Prosecution Service
(Openbaar Ministerie), the National Police and the Dutch Banking Association
(NVB), established the first formal partnership for data sharing, known as the
Electronic Crime Taskforce (ECTF).* The task of the ECTF was to work together
with the relevant governmental institutions by sharing real-time information
that was essential for preventing and fighting cybercrime. The ECTF served as
an example for the establishment of the first taskforce in the AML/CFT area.

The 9/11 attacks and the increase in other terrorist attacks called the
world’s attention to the problem of the financing of terrorism. At that point, it
became increasingly noticeable to the Dutch public authorities that the existing
CFT policy was insufficient to address the challenges posed by non-obvious
correlations between financial transactions and (potential) acts of terrorism.
It can be argued that 2014, when the need to cluster information available to
the government and transform it into typologies which could be used by the
financial sector crystallised, marked the informal start of the PPPs.

Finally, the rise of the idea for launching PPPs in the field of AML/CFT can
be linked to the ‘Fraud Film Festival, held in October 2016, in Amsterdam. At
that event, one of the big Dutch banks, ABN AMRO, organised a thematic break-
out session, which discussed the question of how the financial sector can better
cooperate with public officials to combat terrorism.> At that time, together with
a few other Dutch banks participating in the session, they expressed an interest
in, and a commitment to take, societal responsibility for enhancing the capacity
to detect terrorism financing.

Betaalvereniging Nederland, ‘Publiek-Private Samenwerking} https://www.betaalvereniging.
nl/samenwerking/publiek-private-samenwerking/.

3 Ibid.

NVB, ‘Cyberveiligheid; https://www.nvb.nl/themas/veiligheid-fraude/cyberveiligheid/.

A. van Dorp, ‘[Fraud Film Festival] Blog: Terrorismefinanciering: de zoektocht naar een
speld in de hooiberg’ (Criminologisch Netwerk Nederland, 28 September 2016), https://www.
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Shortly afterwards, on 6 July 2017, at the initiative of ABN AMRO, Rabobank,
ING NL, Volksbank and AEGON Nederland, the first PPP in the financial
sector was created. These banks, together with the National Police, the Public
Prosecution Service (as project leader), FIU-NL and the Fiscal Information
and Investigation Service (FIOD), launched the TFTF pilot. The initiative was
realised under the auspices of the Financial Expertise Centre (FEC). Initially, the
TFTF was set up as a one-year trial. The project was further extended for another
year, and eventually, in 2019, was transformed into a structural taskforce.®

In the second half of 2019, a sibling PPP was developed - the Serious Crime
Taskforce (SCTF). Four banks — TFTF members ABN AMRO, Rabobank, ING
and Volksbank - together with the National Police, Public Prosecution Service,
FIU-NL, and FIOD, undertook to combat crime and protect the integrity of the
financial sector through cooperation and information sharing.” The PPP was later
joined by Aegon Bank (Knab). The SCTE like the TFTE started as a one-year pilot
under the auspices of the FEC. Its mandate was later extended, and after a positive
end evaluation® the SCTF received the permanent structural form of a taskforce.’

Next to the taskforces, the FIU-NL launched a project called the Fintell
Alliance, providing for collaboration between the FIU-NL and banks. It initially
involved only one private bank, Volksbank,!® which volunteered to join a pilot
proposed at one of the round tables organised by the Dutch National Bank.
After the success of the pilot, launched in 2018, four more banks (ABN AMRO,
Rabobank, ING and Knab) became involved, and since then the collaboration
has gradually been gaining a more structured form.!! The Fintell Alliance aims
at exchanging knowledge and enhancing the effectiveness of reporting unusual
transactions. This cooperation offers a better insight into the criminal networks,
facilitators and methods used for laundering criminal assets.!?

hetcnn.nl/nieuwsitems/fraude-film-festival-blog-terrorismefinanciering-de-zoektocht-naar-
een-speld-in-de-hooiberg/.

See e.g. M. Wesseling and M. de Goede, Beleid Bestrijding Terrorismefinanciering Effectiviteit
en Effecten (2013-2016) (2018).

7 FIU-NL, FIU-Nederland Jaaroverzicht 2019 (2020), p. 7, https://www.fiu-nederland.nl/wp-
content/uploads/2023/02/FIU-jaaroverzicht-2019.pdf.

Pilot Serious Crime Taskforce, ‘Eindevaluatie April 2021, https://open.overheid.nl/
repository/ronl-e2cb8d50-914c-4dab-a78d-b7f05d61cea6/1/pdf/tk-bijlage-eindevaluatie-
pilot-sctf.pdf.

9 Ministerie van Justitie en Veiligheid, ‘Aanbieding eindevaluatie pilot SCTF’ (30 June 2021),
https://open.overheid.nl/repository/ronl-8d28d9df-c3cf-4a3d-ac85-a4990191563e/1/pdf/
tk-aanbieding-eindevaluatie-pilot-sctf.pdf; FEC, ‘Gezamenlijke aanpak ondermijning nu
structureel in de Serious Crime Taskforce, https://www.fec-partners.nl/nieuws/gezamenlijke-
aanpak-ondermijning-nu-structureel-in-de-serious-crime-taskforce/.

NVB, ‘Nieuwe publiek-private samenwerking in Fintell Alliance - “Nieuwe boost voor
aanpak witwassen” (11 February 2021), https://www.nvb.nl/bank-wereld-online/nieuwe-
publiek-private-samenwerking-in-fintell-alliance-nieuwe-boost-voor-aanpak-witwassen/.

1 FIU-NL, FIU-Nederland Jaaroverzicht 2019, above n. 7, p. 19.

12 Ibid.
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2. DUTCH TASKFORCES ON AML AND CFT
2.1. INTRODUCTORY REMARKS

The job of the law enforcement authorities is often compared to looking for the
proverbial needle in a haystack, but it is thought that, through the taskforces,
banks can help the law enforcement authorities find such a missing needle. This
well illustrates the main purpose of establishing the TFTF and SCTE which is
to enable law enforcement authorities to hand over to banks details on suspicious
individuals and activities, and receive valuable information on them in return,
before an official criminal investigation is initiated. Section 4 will delve into
details concerning the problem of legality of the exchanges of data between the
PPP partners, but it is crucial to highlight from the outset that the taskforces
operate only outside the criminal justice process. This means that when carrying
out a criminal investigation, law enforcement authorities have to act outside the
scope of the taskforces. In such cases, information about suspects or criminal
activities must be requested directly from the banks, in line with Dutch criminal
procedure law.

The principle of collaboration between private and public actors, essential for
the PPPs, is well reflected in the composition of the taskforces. All members of
the taskforces are parties to the covenants establishing those PPPs and governing
their functioning, i.e. the Covenant on the Terrorism Financing Taskforce!? for
the TFTE and the Covenant on Pilot Serious Crime Taskforce!* for the SCTE, or
have joined the taskforces on the basis of addenda to those covenants.!®

2.2.  TERRORISM FINANCING TASKFORCE

The TFTF was initially established among four banks (ABN AMRO, ING,
Rabobank and Volksbank), as the private partners, and the Public Prosecution
Service (Openbaar Ministerie), the National Police, FIU-NL and FIOD, as the
public partners. In 2020, the private partners were joined by Triodos Bank N.V.,
a signatory of the Addendum to the Covenant on the TFTE.!® The current list of
parties of the TFTF is shown in Table 1.

Convenant Terrorismefinanciering Taskforce (6 augustus 2019), Staatscourant [2019] 43628

(‘TFTF Covenant’).

14 Convenant Pilot Serious Crime Taskforce (6 augustus 2019), Staatscourant [2019] 43629
(‘SCTF Covenant’).

15 Addendum bij Convenant Terrorismefinanciering Taskforce (7 september 2020),
Staatscourant [2020] 46050 (‘Addendum to the TFTF Covenant’); Addendum bij Convenant
Serious Crime Taskforce (pilot) (26 mei 2021), Staatscourant [2021] 25818 (‘Addendum to
the SCTF Covenant’).

16 Addendum to the TFTF Covenant, above n. 15.
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As regards the original covenant, besides the private and public partners of
the TFTE, the document was also signed by the Dutch National Bank, the Dutch
Authority for the Financial Markets (AFM), the Tax Authority (Belastingdienst)
and N'VB, who are not members of the taskforce, but who had approved the text
of the agreement made between the parties.

Table 1. Parties to the TFTF

Terrorism Financing Taskforce
ABN AMRO Bank N.V.
ING Bank N.V.
Codperatieve Rabobank U.A.
de Volksbank N.V.
AEGON Nederland N.V.
Triodos Bank N.V. (since 2020)

Private participants

Public Prosecution Service

The National Police

Public participants
P P FIU-NL

FIOD

Source: Compiled by the authors.

Participation in the TFTF is voluntary. So far, the only private participants in the
PPPs are banks, including some of the largest Dutch banks. The TFTF is led by
the Public Prosecution Service.!”

According to Article 2 of the TFTF Covenant, the main aim of the TFTF is
to enable cooperation between the TFTF parties for the purpose of shaping a
preventive and criminal law approach to terrorism financing, including in order
to protect the integrity of the financial sector.

To that end, the TFTF participants share information among themselves.
Article 2 of the TFTF Covenant clarifies that information is to be shared and
further processed solely for the established purpose of identifying, detecting and
preventing terrorism financing, and in this way making an essential contribution
to an optimal fulfilment of one of the tasks of the public parties, on the one hand,
and the social engagement of the private parties, on the other.!®

The shared information may contain personal data, which may be processed
and further shared only within the applicable legal framework for the
aforementioned purposes.'® Article 4 of the TFTF Covenant further clarifies that

FEC, ‘TJaarverslag 2020 Resultaatgericht samenwerken als één overheid voor versterking
van de integriteit van de financiéle sector’ (2021), p. 22, https://www.fec-partners.nl/media/
lzvnxd01/fec_jaarverslag_2020.pdf.

18 Art. 6.1, TFTF Covenant with further reference to Art. 2, TFTF Covenant, above n. 13.

19 Tbid., Art. 2.
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the TFTF parties may share information with each other and process it, to the
extent this is necessary for, and contributes to the realisation of, the aims of the
TFTE, as stipulated under Article 2 of the TFTF Covenant, and insofar as this
fits within the relevant legal frameworks, the TFTF Covenant and any further
agreements to be made between the TFTF parties.?

The TFTF functions under the auspices of the FEC. Article 3 of the TFTF
Covenant specifies the governance model of the TFTE The TFTF is coordinated
by a steering committee consisting of representatives of the TFTF parties,
supplemented by representatives of the DNB, FEC and NVB. The last three
entities must not receive any personal data. Nor should any personal data be
shared within the steering committee (Article 3.1 TFTF Covenant). The TFTF
parties are committed to make operational capacity available for the purposes
of the TFTF (Article 3.2 TFTF Covenant). Article 3.4 of the TFTF Covenant
provides that each TFTF party independently remains a data controller within the
meaning of the General Data Protection Regulation (GDPR) when information
(personal data) is processed in the context of the TFTF Covenant. This explicit
provision rules out the possibility of assuming that the TFTF parties may be
considered joint controllers when processing of personal data takes place within
the context of the TFTF Covenant. With regard to financing the TFTE, each
TFTF party bears its own costs associated with the implementation of the TFTE
When common costs are incurred, the division thereof will be decided by the
TFTF parties.?!

Article 5 of the TFTF Covenant specifies from where the information that is
shared within the TFTF may originate, depending on the party that contributes
the information. In all cases, the parties may provide data only insofar as this
data has been used for the performance of their own tasks in compliance with
relevant law (see section 4 below).

Article 6 of the TFTF Covenant specifies the conditions for sharing and
further processing of information within the TFTF. Before the sharing or further
processing takes place, the partner who provides information must check
whether the intended provision of information falls within the purposes stated
in Article 2 of the TFTF Covenant, as discussed above. All receiving parties need
to take appropriate measures to comply with the purpose limitation principle
in relation to the aforementioned purposes for which personal data can be
processed in the course of performing TFTF tasks.

Furthermore, all processing of information within the TFTF must take place
in accordance with the so-called GAZO principle. GAZO stands for ‘Geen Actie
Zonder Overleg, which means ‘no action without consultation’?? Article 6.3 of
the TFTF Covenant clarifies that, in this context, this means that, where possible,

20 For a detailed analysis, see section 4 of this chapter.

21 Art. 9, SCTF Covenant, above n. 14.
22 Art. 1.6, TFTF Covenant, above n. 13.
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the parties must not make any further use of the information without prior
consultation with the party from whom the information initially originated, and
that the exchange of such information in the context of this consultation must
take place within the applicable legal frameworks. Inasmuch as the processing
of personal data in line with the GAZO principle adopted by the parties to the
Covenant appears to realise the fundamental principle of purpose limitation
enshrined in Article 5(1)(b) GDPR, there can be doubts whether Article 6.3
of the TFTF Covenant allows for the further processing of personal data for
purposes not compatible with the initial ones, but to which the providing party
agrees. If this is the meaning of Article 6.3 of the TFTF Covenant, any further
processing that is not compatible with the initial purposes should rely on a
clearly defined legitimate ground and take place in compliance with all the data
protection principles and requirements.

Article 6.4 of the TFTF Covenant reiterates the data retention principle,
according to which information processed by the parties for the purposes of
the TFTF should not be kept for longer than necessary for the realisation of the
purpose for which it was provided, and should be processed in line with any
legal obligations with which the parties must comply. The data security principle
is stipulated in Article 6.5 of the TFTF Covenant, according to which the parties
must ensure an appropriate technical and organisational level of information
security.

Of central importance for the functioning of the TFTF is the strict secrecy
of information. Unless a legal obligation determines otherwise, this concerns
any information shared between the parties, including data processed and
shared for the purposes of the TFTF, as well as information about each partner’s
organisation and any information the disclosure of which can reasonably be
assumed to be harmful to the interests of other parties or to the public interest.?
The secrecy obligations extend beyond the life of the TFTE**

Article 7 of the TFTF Covenant includes a dedicated provision on the rights
of data subjects, which mainly reiterates and specifies the relevant provisions of
the GDPR. More specifically, Article 7.1 of the TFTF Covenant recognises the
following rights of data subjects vis-a-vis the TFTF parties:

(a) aright to access personal data processed about the data subject; and
(b) a right to rectification or deletion of personal data concerning the data
subject or to restriction of processing.

Article 7.2 of the TFTF Covenant reiterates that, in line with the provisions on

the rights of the data subject enshrined in Chapter III of the GDPR, the TFTF
parties are obliged to inform the data subject about the processing of personal

23 Ibid., Art. 6.6.
24 Ibid.
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data (information obligation), unless such rights may be restricted in line with
Article 23 GDPR, for instance for reasons of national or public security and/or
defence or important objectives of general public interest of the European Union
or of a Member State, for example important economic or financial interests,
including monetary, budgetary and taxation matters, public health and social
security.®> Article 7.3 of the TFTF Covenant stipulates that the FEC unit and the
NVB will not process a request from the data subject. If the FEC unit or NVB
receives such a request, they should forward it to the designated TFTF party.2°
Article 7 does not specifically mention what is to be done when data subjects’
requests are sent to the DNB, which, according to Article 3 TFTF Covenant, is
not supposed to receive any personal data. It seems logical that if a data subject’s
request is sent to the DNB, the DNB should forward it to the designated TFTF
party.

Finally, the TFTF Covenant does not allow for making any external
disclosures, through publications or in any other way, of the work performed or
activities and/or results achieved pursuant to the TFTF Covenant, without the
prior consent of the other TFTF parties. In the event of contact with the media
in relation to the TFTF Covenant, the TFTF parties will inform each other
immediately. No statements regarding the TFTF Covenant should be made in
the media without the consent of all Covenant parties.?”

2.3.  SERIOUS CRIME TASKFORCE

In the second half of 2019, a second PPP was developed — the SCTE. Four TFTF
member banks - ABN AMRO, Rabobank, ING and Volksbank - together with
the National Police, Public Prosecution Service, FIU-NL and FIOD, undertook
to combat crime and protect the integrity of the financial sector through
cooperation and information sharing.?® The SCTF also started as a one-year
pilot under the auspices of the FEC. Its mandate was later extended, and after
a positive end evaluation, in 2021,% the SCTF received a permanent structural
form as a taskforce.’® Aegon Bank N.V. (Knab) joined the SCTF in 2021.3! At
the time of writing this analysis, Triodos Bank, a member of the TFTE, was not yet a
member of the SCTE. Table 2 depicts the SCTF’s current composition of private
and public partners.

25 EDPB (13 October 2021) Guidelines 10/2020 on restrictions under Art. 23 GDPR, Version 2.0.
26 Art. 7.3 TFTF Covenant, above n. 13.

27 Ibid., Art. 8.1.

28 FIU-NL, FIU-Nederland Jaaroverzicht 2019, above n. 7, p. 7.

29 Pilot Serious Crime Taskforce, above n. 8.

FEC, ‘Gezamenlijke aanpak ondermijning nu structureel in de Serious Crime Taskforce,
above n. 9.

31 Addendum to the SCTF Covenant, above n. 15.

30
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Identically to the TFTF, the work of the SCTF is governed by a covenant —
in this case the Covenant on the Pilot Serious Crime Taskforce.?? All members
of the SCTF are parties to that agreement, which was also signed by the DNB,
AFM, the Tax Authority and the NVB.

Table 2. Parties to the SCTF

Serious Crime Taskforce
ABN AMRO Bank N.V.
ING Bank N.V.

Private participants Codperatieve Rabobank U.A.
de Volksbank N.V.
Aegon Bank N.V. (‘Knab’) (since 2021)

Public Prosecutor’s Office

The National Police
FIU-NL
FIOD

Public participants

Source: Compiled by the authors.

Identically to the TFTE, participation in the SCTF is voluntary. So far, the
only private participants of the PPPs are the largest Dutch banks. The SCTF is
coordinated by the National Police.??

According to Article 2 of the SCTF Covenant, the main aim of the SCTF
(which was still a pilot when the covenant was adopted) is to enable cooperation
between the SCTF parties for the purpose of the prevention and detection of
serious crime, including in order to protect the integrity of the financial sector.
To that end, the SCTF participants share information among themselves.
Article 2 of the SCTF Covenant clarifies that information is to be shared and
further processed solely for the purpose of identifying serious crime and the
role of the ‘brokers™* in relation to serious crime, and detecting and combatting
serious crime, and in this way making an essential contribution to an optimal
implementation of the above tasks of the public parties, on the one hand, and on
the other hand of the private parties in the context of protecting the integrity of

32 SCTF Covenant, above n. 14.

3 FEC, TJaarverslag 2020 Resultaatgericht, above n. 17, 22.

34 According to the Preamble to the SCTF Covenant, above n. 14, the term ‘broker’ refers to a
relatively small group of highly influential people (‘persons in the upper world’), who offer
criminal services or relevant contacts for the provision of such services to other criminals. As
the Preamble explains, the criminal industry needs the legal upper world to be able to continue
criminal activities through logistics and financial systems. The ‘brokers” usually remain out of
sight of the investigative services, but by gaining insight into money transactions, insight can
be obtained into persons who are behind those money flows.
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the financial sector and meeting the obligations under the Money Laundering
and Terrorist Financing Prevention Act (Wwft).?® This information may contain
personal data, which may be shared only within the applicable legal frameworks
and in accordance with legal obligations, for the purposes stated in the SCTF
Covenant.

Article 4 of the SCTF Covenant further clarifies that the SCTF parties
may share and process information with each other, to the extent that this is
necessary for, and contributes to, the realisation of the SCTF’s aims, as stipulated
under Article 2 of the SCTF Covenant, and insofar as this fits within the relevant
legal frameworks, the SCTF Covenant and any further agreements to be made
between the SCTF parties.

Article 3 of the SCTF Covenant specifies the governance model of the SCTE,
and is almost identical to that of the TFTF Covenant. The SCTF is coordinated
by a steering committee consisting of representatives of the SCTF parties,
supplemented by representatives of the DNB, the FEC unit and the NVB. The
last three entities must not receive any personal data. Nor should any personal
data be shared within the steering committee (Article 3.1 SCTF Covenant). The
SCTF parties are committed to making operational capacity available for the
purposes of the SCTE, and for its full duration (Article 3.2 SCTF Covenant).
Article 3.4 of the SCTF Covenant stipulates that each SCTF party independently
remains a data controller within the meaning of the GDPR when information
(personal data) is processed in the context of the SCTF Covenant. This explicit
provision rules out the possibility of assuming that the SCTF parties may be
considered as joint controllers when processing of personal data takes place
within the context of the SCTF Covenant. With regard to financing the SCTE,
each SCTF party bears its own costs associated with the implementation of the
SCTE When common costs are incurred, the division thereof will be decided by
the SCTF parties.

Article 5 of the SCTF Covenant is also identical to Article 5 of the TFTF
Covenant, and specifies from where the information that is shared within the
SCTF may originate, depending on the party that contributes the information.
In all cases, the parties may provide data only insofar as this data has been used
for the performance of their own tasks in compliance with relevant law (see
section 4 below).

Article 6 of the SCTF Covenant specifies the conditions for sharing and
further processing of information within the SCTF, and is also almost identical
to the relevant Article of the TFTF Covenant. Before the sharing or further
processing takes place, the partner who provides information must check
whether the intended provision of information falls within the purposes stated
in Article 2 of the SCTF Covenant, as discussed above. All receiving parties need

35 Wet ter voorkoming van witwassen en financieren van terrorisme (15 July 2008).

36 Art. 9, SCTF Covenant, above n. 14.
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to take appropriate measures to comply with the purpose limitation principle
in relation to the aforementioned purposes for which personal data can be
processed in the course of performing SCTF tasks.

Identically to the TFTE all processing of information within the SCTF must take
place in accordance with the GAZO (‘no action without consultation’) principle.’”
According to Article 6.3 of the SCTF Covenant, this means that, where possible,
the parties must not make any further use of the information without prior
consultation with the party from whom the information initially originated,
and that the exchange of such information in the context of this consultation
must take place within the applicable legal frameworks. As with the TFTE, a
question arises whether Article 6.3 of the SCTF Covenant allows for the further
processing of personal data for purposes not compatible with the initial ones,
but to which the providing party agrees. If this is the meaning of Article 6.3
of the SCTF Covenant, any further processing that is not compatible with the
initial purposes should rely on a clearly defined legitimate ground, and take
place in compliance with all the data protection principles and requirements.

Article 6.4 of the SCTF Covenant reiterates the data retention principle,
according to which information processed by the parties for the purposes of
the SCTF should not be kept for longer than is necessary for the purpose for
which the information was provided. The data security principle is stipulated in
Article 6.5 of the SCTF Covenant, according to which the parties must ensure an
appropriate technical and organisational level of information security.

Identically to the TFTE, the strict secrecy of information is of the utmost
importance for the functioning of the SCTE. Unless a legal obligation determines
otherwise, this concerns any information shared between the parties, including
data processed and shared for the purposes of the SCTE as well as information
about each partner’s organisation and any information the disclosure of which
can reasonably be assumed to be harmful to the interests of other parties or to
the public interest.® The secrecy obligations also extend beyond the life of the
SCTE¥

Like the TFTF Covenant, Article 7 of the SCTF Covenant has a dedicated
provision on the rights of data subjects, which mainly reiterates and specifies
the relevant provisions of the GDPR. More specifically, Article 7.1 of the SCTF
Covenant recognises the following rights of data subjects vis-a-vis the SCTF
Parties:

(a) aright to access personal data processed about the data subject; and
(b) a right to rectification or deletion of the personal data concerning the data
subject or to restriction of processing.

37 Art. 6.3, TFTF Covenant (GAZO: Geen Actie Zonder Overleg), above n. 13.
38 Art. 6.6. SCTF Covenant, above n. 14.
39 Ibid.
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Article 7.2 of the SCTF Covenant reiterates that, in line with the GDPR
provisions on the rights of the data subject (Chapter III of the GDPR), the SCTF
parties are obliged to inform the data subject about the processing of personal
data (information obligation), unless such rights may be restricted in line with
Article 23 GDPR, for instance for reasons of national or public security and/or
defence or important objectives of general public interest of the European Union
or of a Member State, for example important economic or financial interests,
including monetary, budgetary and taxation matters, public health and social
security.*’ Finally, Article 7.3 of the SCTF Covenant stipulates that the FEC unit
and the NVB will not process a request from the data subject. If the FEC unit
or the NVB receives a request from the data subject, they should forward it to
the designated SCTF party.*! Article 7 does not specifically mention what is
to be done when data subjects’ requests are sent to the DNB, which, according
to Article 3 of the SCTF Covenant, is not supposed to receive any personal
data. It seems logical that if a data subject’s request is sent to the DNB, the DNB
should forward it to the designated SCTF party.

Similarly to the TFTF Covenant, the SCTF Covenant does not allow for
any external disclosures, through publication or in any other way, of the work
performed or activities and/or results achieved pursuant to the SCTF Covenant,
without the prior consent of the other SCTF parties. In the event of contact
with the media in relation to the SCTF Covenant, the SCTF parties will inform
each other immediately. No statements regarding the SCTF Covenant should be
made in the media without the consent of all SCTF parties.*?

2.4. REMARKS ON THE TASKFORCES

Both taskforces are FEC projects that have led to the institutionalisation of FEC
activity. The FEC itself is a collaboration of supervisors and public authorities
involved in supervision, control, detection and prosecution in the financial
sector.® It aims at strengthening the integrity of the financial sector. The FEC
partners exchange insights, knowledge and experiences to combat criminals and
malicious companies together, but have not entered into a PPP.4

Both taskforces are governed and structured in an identical way, but were
set up to address different goals. The main aim of the TFTF is to facilitate

40 EDPB, above n. 25.

41 Art. 7.3, SCTF Covenant, above n. 14.

42 Ibid., Art. 8.1.

43 The partners of the FEC are AFM, the Tax Authority, DNB, FIU-NL, FIOD, the Public
Prosecution Service and the National Police.

4 DNB, ‘Cooperation in the Netherlands, Europe and the world) https://www.dnb.nl/en/about-
us/cooperation/.
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cooperation between the TFTF parties for the purpose of shaping a preventive
and criminal law approach to terrorism financing, mainly to protect the integrity
of the financial sector. The main aim of the SCTF is to enable cooperation
between the SCTF parties for the prevention and detection of serious crime,
partly in the interest of protecting the integrity of the financial sector.

In terms of participants, the two taskforces share almost the same public
and private parties, with the exception of the Triodos Bank, which currently
participates only in the TFTE. However, if Triodos Bank joins the SCTE, this will
allow the two taskforces to be merged under one umbrella to form a Taskforce
on AML/CFT.

The participation of the Public Prosecutor’s Office in both taskforces
functions as a legal safeguard that strict control is exercised on how data are
transferred from the law enforcement authorities to the banks and vice versa
within boundaries set in the Dutch Money Laundering and Terrorist Financing
Prevention Act.

The participation of the banks in the taskforces is voluntary; there are no
direct incentives for the private parties, but by and large the biggest banks
are keen to show their willingness to act in the public interest. The FIU-NL
participates in the taskforces alongside other FEC members.

With respect to the representation of partners in the activities of the
taskforces, the representatives of the banking sector appear to dominate. For
instance, the SCTF team consists of about 10 persons from the FIU, a number
of police detectives, and about 40 bank analysts. The investigative services of
FIOD and the Public Prosecutor’s Office become engaged only upon the receipt
of the results prepared by the team.*> The banks’ staff who participate in the
taskforces need to undergo a special security clearance. With the cooperation
organised by the FIU, the closed-box principle is used: the information is not
provided to the bank as a whole, but a limited number of analysts are invited
into a room, are screened, and must sign a confidentiality agreement, and only
then receive information, which cannot leave the room. The FIU is continuously
present in the ‘closed box’ Banks can, thus, communicate with the FIU. As soon
as a signal is provided, investigation services join the closed box and explain
the context. They not only give names, but also information about why they
are worried about a certain case. The police then leave the closed box again.
Banks look bilaterally at which networks of transactions or people can be
mapped. These networks are communicated to the FIU, which can then gain a
holistic view of the scrutinised case. It can then declare a transaction suspicious
and put out an intelligence report. Cooperation is intensive when it comes to

4 J. Leupen and R. Betlem, ‘Overheid en banken hebben samen lange weg te gaan in strijd tegen

witwassen’ (Financieele Dagblad, 24 October 2021), https://fd.nl/financiele-markten/1416101/
banken-en-overheid-trekken-in-experiment-samen-op-tegen-witwassers-tlc2casljnox.
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information, communication, assessment and advice, but the ultimate response
to the recommendations emanating from the box is left up to the individual
organisations receiving them.®

The role of the FIU-NL is relatively limited in the taskforces, compared
with the central role it plays in the Fintell Alliance, described below. The
taskforces offer the FIU-NL an opportunity to pool data on identified suspects
(persons, companies, groups of persons) who are on the radar of the FIU due
to suspicious transaction reports (STRs) already received, or to investigations
initiated either by them, or by the Public Prosecutor’s Office working on a
specific case. The FIU-NL or Public Prosecutor’s Office can indicate when more
information about their targets is needed. In this way, the taskforces can support
the ongoing investigations when the participating banks can promptly provide
requested information and answer follow-up questions arising from the STRs.
Furthermore, by working together, different data sources can be combined,
which makes it possible to construct a full picture of illegal activities, or even
leads to new targets.

3. THE FINTELL ALLIANCE

Next to the TFTF and the SCTE, there is a third PPP for financial data sharing —
the Fintell Alliance.*” The Fintell Alliance is a project of the FIU-NL that
transitioned from a pilot to a regular process in early 2021.

It was initiated to improve the sharing of information between the FIU and
banks. It initially involved only one private bank, Volksbank.*® After the success
of the pilot, launched in 2018, four more banks (ABN AMRO, Rabobank, ING
and Knab) became involved, and since then the collaboration has gradually been
gaining a more formal structure.* Steps are currently being taken for Triodos
Bank to join the Fintell Alliance. Unlike the taskforces, the National Police are
not a party to the Fintell Alliance. This reflects the aim of the Fintell Alliance,
as its operations are not meant to directly result in coercive measures against
specific individuals, but to strengthen the performance of the FIU, and of the
banks, in the fulfilment of their obligations under the anti-money-laundering
legislation. The Public Prosecutor’s Office is not a member of the Fintell Alliance
either, but it is allowed to participate in Alliance meetings and, in this context,

46 CJ. de Poot and S. Flight, ‘De CT Infobox tien jaar in werking, WODC report, 2021, https://
repository.wodc.nl/bitstream/handle/20.500.12832/2135/2482-volledige-tekst_tcm28-
73660.pdf?sequence=1&isAllowed=y.

The Fintell Alliance is also referred to as a working group: see Pilot Serious Crime Taskforce,
above n. 8.

NVB, ‘Nieuwe publiek-private samenwerking in Fintell Alliance], above n. 10.

49 FIU-NL, FIU-Nederland Jaaroverzicht 2019, above n. 7, p. 19.

47

48
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may share information with other participants. Table 3 depicts the current
composition of private and public partners of the Fintell Alliance.

Table 3. Parties to the Fintell Alliance

Fintell Alliance
ABN AMRO Bank N.V.
ING Bank N.V.

Private participants Codperatieve Rabobank U.A.
Aegon Bank N.V. (‘Knab’)
de Volksbank N.V.

Public participants FIU

Source: Compiled by the authors.

The bank members participating in the taskforces (TFTF and SCTF) are also
members of the Fintell Alliance. The proposal to merge the two taskforces into
a single taskforce on AML/CFT, discussed above, will also simplify the work of
the Fintell Alliance.

The Fintell Alliance is essentially meant to facilitate the exchange of
information with the ultimate aim of enhancing the quality of both the banks’
reports of unusual transactions and the information that the banks thereby
provide to the FIU.>® Information received from the FIU-NL via the Fintell
Alliance enables banks to fine-tune their monitoring systems, and serves the
FIU-NL with more useful STRs. Collaboration through the Fintell Alliance
thus aims to improve banks’ risk-detection capacities, in particular their
understanding of money-laundering patterns and trends, and thereby to
produce more accurate information for the FIU-NL. The cooperation between
the partners within the Fintell Alliance is described by the chairman of the NVB
as follows:

The Fintell Alliance provides banks with effective feedback that they can use in
the transaction monitoring system. The cooperation will also ensure that the tasks
as described in the Money Laundering and Terrorist Financing Prevention Act
(Wwit) are performed as effectively as possible and that the statutory powers are
used optimally.>! Sharing information is a cornerstone for the achievement of
the aims of the Fintell Alliance. The FIU shares with the banks mainly strategic
information, which includes data on trends and phenomena. In the context of
the Fintell Alliance, banks share data at the request of the FIU-NL. There is no

50 FIU-NL, ‘FIU-Nederland treedt samen met de grootbanken op tegen witwassen en

terrorismefinanciering’ (11 February 2021), https://www.fiu-nederland.nl/fiu-nederland-
treedt-samen-met-grootbanken-op-tegen-witwassen-en-terrorismefinanciering/.

C. Buijink, Chairman of the Dutch Banking Association (NVB), ‘Nieuwe publiek-private
samenwerking in Fintell, above n. 10.
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document similar to the Taskforce Covenants that governs the functioning of
the Fintell Alliance and is publicly available. There is, however, an agreement
between the FIU-NL and the banks, called a memorandum of understanding
(MoU). The MoU contains operational information that is reserved only for the
participants. Disclosure of such operational information would undermine the
purpose of this partnership.

Next to the MoU, there is also a business plan, defined every year, designating
the participants in the Fintell Alliance and specifying how they can contribute
under the Dutch AML/CFT framework. The FIU and the banks discuss the
actual needs of the PPPs, to specify the type of staff that need to participate in
the Fintell Alliance (data analysts, data scientists, etc.). The FIU-NL, in concert
with the banks, decides on the accession of new members.

As in the taskforces, participation in the Fintell Alliance is voluntary. A
permanent narrow group of bank employees are screened by the FIU-NL, and
are seconded to the Fintell Alliance. The secondment procedure is not officially
formalised, but is based on an established agreement. No information shared
within the Alliance can be revealed outside the group, and all members are
subject to an obligation of secrecy.

On a practical level, collaboration through the Fintell Alliance allows analysts
from the FIU-NL and the banks, and sometimes the Public Prosecutor’s Office,
to work together at one physical location. The Fintell Alliance facilities are
managed, supported and coordinated by the FIU-NL. The FIU-NL has set up
a secure data room for the Fintell Alliance meetings. The exchange of information
takes place on a case-by-case basis in face-to-face meetings (currently two days
a week) between the staff from the FIU and the staff from the banks. The Fintell
Alliance has regular meetings with the taskforces. Typically, a handful of people
will be working together in these premises at any particular moment.

The participants in the Fintell Alliance use similar data-processing
infrastructures, but not a shared one. Every organisation can, therefore, access
only their own data, and does not provide direct access thereto to any other
Fintell Alliance members. In practice, this means that all participants look only
into their own databases when searching for the indicated information or targets.

Financial analyses carried out within the Fintell Alliance are coordinated
by the FIU-NL. A particular analysis usually takes between a day and a few
weeks, depending on the amount of relevant information the banks have at their
disposal. The FIU-NL usually takes the lead in selecting targets and asking banks
for specific information.

Although participation in the Fintell Alliance is voluntary, taking part does
offer banks the advantage of receiving feedback from the FIU regarding the
quality of their AML/CFT compliance measures. In this way, the banks can learn
about the quality and usefulness of the STRs filed with the FIU-NL. In addition,
the Fintell Alliance organises online seminars for the staff of the participating
parties, which can help to raise the motivation of staff members.
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4. LEGALITY OF DATA SHARING
4.1. INTRODUCTION

The preceding sections provided an overview of the purposes and ways of
functioning of three Dutch PPPs in the area of AML/CFT. It became clear that
what the PPPs are predominantly occupied with is sharing information that is
in the possession of their partners. Yet this information (in part or in whole)
amounts to police data and/or personal data, which brings the processes of its
sharing within the purview of the applicable laws. The following subsections
will offer an account of relevant Dutch legislation that needs to be considered in
discussing the legal basis for the processing of personal data.

4.2. MONEY LAUNDERING AND TERRORIST FINANCING
PREVENTION ACT

The Money Laundering and Terrorist Financing Prevention Act (Wwft) is the
most crucial legal basis for the collection and processing of data for AML/CFT
purposes by the banks, as the obliged entities, and the sharing of such data with
the FIU-NL. It also provides the legal basis for the processing of personal data
by the FIU-NL.

In order for the banks to gain knowledge about their clients, understand
risks and adequately monitor financial flows, Article 3 Wwft establishes the
obligation to carry out customer due diligence (CDD). Article 16(1) Wwit
provides that banks must report a performed or intended unusual transaction
to the FIU-NL without delay after the unusual nature of the transaction has
become known. In addition, the reporting obligation is triggered whenever the
CDD process gives rise to an indication that the client in question might be
involved in money laundering or terrorist financing.>?

Under Article 13(e) and (f) Wwft, the FIU-NL should make recommendations
to industries on the implementation of appropriate internal control and
communication procedures and other measures to be taken to prevent the use
of those industries for money laundering and terrorist financing, as well as
providing them with information on the prevention and detection of money
laundering and terrorist financing.

In accordance with Article 17(1) Wwft, for the performance of its tasks, the
FIU-NL may request data or information from an institution that has filed an STR,
but also from an institution that, in the opinion of the FIU-NL, is in the possession
of data or intelligence that is relevant to the FIU-NLs analysis of a transaction or

52 Art. 16(4), Wwft, above n. 35.
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intended transaction, or of a business relationship. Furthermore, the General Guide
to the Wwft, published jointly by the Dutch Ministry of Finance and the Ministry
of Justice and Security, explains that the FIU-NL ‘may also request information
in cases that are not directly related to the reporting of an unusual transaction
by a Wwift institution itself> Article 17(2) Wwit imposes an obligation on such
an institution from which data or information has been requested to provide it
immediately and in writing, and in urgent cases orally, to the FIU-NL.

The rules for the processing of personal data by the FIU are enshrined in
Article 14 Wwift, which in its third section makes extensive reference to the Police
Data Act (WPG).> Article 14(3) Wwft enumerates the provisions of the WPG
which apply mutatis mutandis to the processing of personal data by the FIU-NL,
insofar as the FIU-NL is the data controller.>

Articles 33 and 34 Wwift establish data retention rules, and Article 34a(1) Wwit
reiterates that personal data collected pursuant to the Wwft may be processed
by an obliged entity only for the purpose of preventing money laundering and
terrorist financing, and must not be further processed for commercial purposes
or for other purposes incompatible with the permitted purpose.

The Wwft provides for one more possible configuration of data sharing that
may be relevant for the PPPs, namely between the obliged entities. Article 23(6)
Wwift introduces an exception to a general rule on confidentiality. Typically, every
obliged entity, and persons working for it, must maintain confidentiality with
respect to any STR produced, further information provided pursuant to Article 17
Wwft, and the fact that a report or provision has given rise to an investigation into
money laundering or terrorist financing, or that there is an intention to conduct
such an investigation and consultation about compliance with Article 16 Wwft
in relation to a specific transaction.’® On the basis of Article 23(6) Wwft, banks
can communicate with each other provided the following requirements are met:

(a) the communication relates to a client of both banks and a transaction
involving both banks;

(b) the other bank is established in a Member State or in a third country that
imposes equivalent requirements as regards professional secrecy and the
protection of personal data; and

(¢) the communication is solely for the purpose of preventing money
laundering or terrorist financing.

5 Ministry of Finance and Ministry of Justice and Security, ‘Algemene leidraad Wet ter

voorkoming van witwassen en financieren van terrorisme (Wwft) [General Guide to the

Money Laundering and Terrorist Financing (Prevention) Act (Wwft)]’ (21 July 2020), p. 42.

Wet politiegegevens of 21 July 2007.

55 Specifically, these are Arts. 1, 2, 3 (first and second paragraph), 4, 4a, 4b, 4c, 5, 6, 6a, 6b, 6¢, 7,
7a, 15, 15a, 16 (first paragraph, parts a and b), 17, 17b, 18, 22 and 23, 24a to 33b inclusive, as
well as Arts. 35 to 36 WPG.

5 Art. 23(1) Wwift, above n. 35.

54
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The Wwtf does not provide the legal basis for the sharing of personal data
outside the aforementioned channels, i.e. from an obliged entity (especially if it
has reported a suspicious transaction or activity) to the FIU-NL, or, in limited
situations, between the banks. However, in line with Article 14(3) Wwift, such
flows may be permissible in accordance with the WPG.

4.3. POLICE DATA ACT AND POLICE DATA DECREE

The Police Data Act (WPG) regulates the processing of police data by competent
(police) authorities and establishes rules for providing police data to other
persons or bodies. The use of personal data by the Public Prosecution Services
and the judiciary is regulated in the Justice and Prosecution Data Act (Wjsg).””
The Police Data Decree (BPG)® lays down the provisions for the implementation
of the WPG.

The term ‘police data’ refers to any personal data that is processed in the
context of the execution of a police task as referred to in Articles 3 and 4 of the
Police Act 2012.> As indicated in the preceding section, many provisions of
the WPG, and therefore also the BPG, apply also to the FIU-NL.

One such provision is Article 16(1)(a) WPG, which stipulates that the data
controller is to provide police data to members of the Public Prosecution Service
insofar as they require them either in connection with their authority or control
over the police or other persons or bodies in charge of investigating criminal
offences, or for the performance of other tasks assigned to them by or pursuant
to the law. Article 23(2) WPG allows, further, for police data to be provided
directly to the members of the Public Prosecution Service insofar as necessary
with a view to decisions of criminal procedure concerning the investigation and
prosecution of criminal offences and assistance to victims, or decisions to be
designated by general Order in Council. These provisions can, therefore, be a
legal basis for sharing data between the FIU and the prosecutorial authorities, as
well as between the police and the prosecutorial authorities.

Yet the question remains whether the WPG or BPG provides a legal basis for
sharing police data with the banks, within the PPPs. The WPG contains three
provisions — Articles 18, 19 and 20 - which tackle situations of processing of
police data by ‘other persons or bodies. At first sight, all three of these might
potentially be considered in the context of data sharing between the PPP partners,
but the present authors would argue that only Article 20 WPG constitutes a legal
basis for such sharing.

57 Wet justitiéle en strafvorderlijke gegevens.

Besluit politiegegevens of 14 December 2007.
% Politiewet 2012 of 12 July 2012.
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In Article 18, the WPG allows for a structural provision of relevant police
data to other persons or bodies who perform certain national tasks in the
pursuit of a substantial public interest. The criterion of the substantial public
interest under Article 18 WPG is derived from the requirement enshrined in
Article 9(2)(g) GDPR, a provision resembling Article 8(2) of the European
Convention for the Protection of Human Rights (ECHR), which exhaustively
refers to the interests of national security, public safety or the economic well-
being of the country, the prevention of disorder or crime, the protection of
health or morals, and the protection of the rights and freedoms of others as
reasons possibly justifying interference with the right to privacy.® In principle,
countering money laundering and the financing of terrorism can be considered
a substantial public interest of national reach. The structural provision of
police data to third parties on the basis of Article 18 WPG, however, requires a
relevant statutory designation in the BPG (Article 18(1)WPG) or (in special
cases) an authorisation or an order from the Minister of Security and Justice
(Article 18(2)WPG). Article 18, therefore, applies to the FIU-NL, as does
Article 23(2) WPG, which refers to it, and allows for police data to be provided
directly by means of an automated comparison of personal data with categories
of police data designated by Order in Council.®!

Article 18, although applicable both to the police and the FIU-NL, cannot
currently be regarded as providing a legal basis for sharing personal data with
the banks, because the obliged entities have not been assigned a national task
within the meaning of that provision. There is neither a necessary legal basis in
the BPG nor a ministerial authorisation or order.

Article 19 WPG refers to ‘special situations’ where the processing of police
data takes place in view of a substantial public interest. The Article allows
competent authorities to decide to provide police data to other persons or bodies
for one of four exhaustively enumerated purposes: to prevent and detect criminal
offences, to maintain public order, to provide assistance to those who need it, and
to monitor compliance with regulations. Inasmuch as the countering of money
laundering and financing of terrorism could be considered as falling under the
first two (or even the fourth) of these purposes, Article 19 WPG applies only to
case-by-case instances of data sharing. Such an ad hoc possibility of data sharing
is not relevant for the described practices of cooperation within PPPs. Therefore,
Article 19 WPG is not likely to be regarded as a legal basis for the sharing of
police data within PPPs.

Finally, Article 20 WPG refers to ‘cooperative arrangements’ between the
competent authorities and other persons or bodies. It provides that a competent

60 N.W. Groenhart, ‘Wet politiegegevens, Artikel 18 (verstrekking aan derden structureel)’ in H.R.
Kranenborg and G.J. Zwenne (eds), Tekst ¢ Commentaar Privacy- en gegevensbeschermingsrecht,
Wolters Kluwer 2022.

o1 Art. 4:6(1)(c) BPG, above n. 58.
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authority may decide to provide police data to those persons and bodies for
the same purposes as Article 19 WPG. However, characteristic of this provision
is that it lays down the conditions to be met by the decision to establish a
cooperative arrangement. These include specification of the important public
interest for which the provision is necessary, the partnership for which the
police data are provided, the purpose for which it has been established, which
data are provided, the conditions under which the data are provided, and which
persons or bodies are provided with the data. Article 20 WPG can serve as a legal
basis for collaboration at both the national and the local level. It does not limit
the categories of other persons or bodies with whom cooperative arrangements
can be made. Therefore, Article 20 WPG is used, for instance, for the purpose of
fighting juvenile delinquency, where the police cooperate with a diverse range of
local agencies that deal with problematic youths.®? There are also partnerships
with municipalities for taking an administrative approach to organised crime,
but Article 20 WPG does not preclude cooperation with private persons, for
example where the police work together with shopkeepers in tackling store
crime.®

It follows that, when there is a need for a structural exchange of information
where the police and third parties have a parallel interest in cooperation, Article 20
WPG can serve as a legal basis for the provision of police data to such third
parties.®*

Article 21 WPG provides for the possibility of laying down further rules that
limit the categories of data that can be shared under Articles 18-20 WPG. In
line with this reservation, Article 4:5(1) BPG stipulates that, in cases where the
controller decides to provide police data under Article 19 or Article 20(1) WPG,
no police data processed in accordance with Article 9 or Article 10 WPG can be
provided. Articles 9 and 10 WPG relate to targeted and extensive processing of
police data. While Article 9 WPG concerns police data processed in a targeted
manner for the purpose of an investigation in connection with the maintenance
of law and order in a particular case regarding a specific offence, Article 10 WPG
pertains specifically to gaining insight into the involvement of certain persons
in serious threats to the legal order; in other words, it relates to intelligence
and file-building against certain suspects and organisations. Notwithstanding
Article 4:5(1) BPG, the data controller may decide to provide police data that is
processed pursuant to the otherwise excluded Articles 9 and 10 WPG if strictly
necessary in the public interest, after consultation with a competent designated
officer.%

62 N.W. Groenhart, ‘Wet politiegegevens, Artikel 20’ in in H.R. Kranenborg and G.J. Zwenne

(eds), above n. 60; Kamerstukken IT 2005/06, 30 327, nr. 3, p. 77.
63 N.W. Groenhart, above n. 62.
o4 Kamerstukken II 2005/06, 30 327, nr. 3, above n. 62, p. 77.
65 Art. 4:5(2) BPG, above n. 58.
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4.4. CODE OF CRIMINAL PROCEDURE

For the sake of completeness, it should be pointed out that the Code of Criminal
Procedure (Sv) is the principal legal basis for sharing information within a
criminal investigation. Importantly, this is not the type of information sharing
that takes place within the AML/CFT PPPs. The relevant provisions of the Sv in
connection with requesting data for AML/CFT investigations include, but are
not limited to, Article 126nc, Article 126nd and Article 126nf of the Sv.

Where a crime is suspected, Article 126nc(1) allows the investigating officer
to demand, to the extent reasonable, that a person - or, in the case of AML/CFT a
bank - and who processes data other than for personal use, must provide certain
stored or recorded identifying data of a person, insofar as it is in the interest
of the investigation. The ‘identifying data’ may include information such as
name, address, city and postal address, date of birth, gender and administrative
characteristics, or, in the case of a legal person, name, address, postal address,
legal form and place of business.%

Such a demand should be in writing and include an indication of the person
to whose identifying data the request relates; what identifying data are being
demanded; the deadline within which, and the manner in which, the data must
be provided; and a legal ground for the request.®”

Article 126nd applies to the Public Prosecutor, who may, in the interest of
the investigation, demand a person - or, in the case of AML/CFT, a bank -
who can reasonably be suspected of having access to certain stored or recorded
data, to provide such data.®® This provision allows for demands of content data,
and can, therefore, serve as a basis for demanding financial data. Similarly to
Article 126nc, Article 126nd lists information the request should contain. This
includes the name if known, or otherwise as accurately as possible; an indication
of the person or persons about whom data are demanded; a description, as
precise as possible, of the data demanded and the deadline within which,
and the manner in which, they must be provided; and the legal ground for
the request.®” Depending on the type of crime the investigation concerns,
Article 126nd distinguishes between demands that require prior written
authorisation from the supervisory judge and those that do not.”

On the basis of Article 126nf, if a crime is suspected which, due to its nature
or its connection with other crimes committed by the suspect, constitutes a
serious breach of the legal order, the public prosecutor may, if the interest of the
investigation urgently requires it, demand sensitive information from a person

6 Art. 126nc¢ (2) Wet van 15 januari 1921 (Sv).
67 Ibid., Art. 126nc(4).

608 Ibid., Art. 126nd(1) Sv.

69 Ibid., Art. 126nd(3) Sv.

70 Ibid., Art. 126nd(1) and (6) Sv.
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who can reasonably be suspected of having access to data. The information
covered under Article 126nf, and explicitly excluded from the scope of requests
permissible on the basis of Article 126nd, includes data concerning a person’s
religion or beliefs, race, political affinity, health, sexual life or membership of a
trade union. A request pursuant to Article 126nd can be made only after prior
written authorisation granted by the supervisory judge at the request of the
public prosecutor.”!

4.5. APPLICATION IN THE CONTEXT OF THE TASKFORCES
AND FINTELL ALLIANCE

Section 4.3 above commented on Article 20 WPG, and considered it the only
provision which can constitute a legal basis for the sharing of police data with
the private banks. As was explained, Article 20 WPG enjoins the making of
arrangements that must meet certain requirements. In the case of the taskforces,
these arrangements were made in the covenants discussed in section 2 of this
analysis.

A ‘covenant’ is defined as an agreement the Dutch government can conclude
with one or more parties with a view to achieving certain policy objectives.”?
In a covenant, the government makes use of horizontal relationships with the
target group concerned, which in case of the TFTF and SCTF is the banks.
Through this type of intrinsically informal policy instrument, the decision
can be made to tackle certain problems in collaboration with other parties.
A covenant gives all parties an equal position and has a reciprocal character,
in that it assigns certain tasks and sets goals for all parties. While the parties
to the covenant can be equally engaged in its drafting, there is no room for
the involvement of the third parties, thus making the process of concluding a
covenant significantly different from a democratic legislative process.”

Among the requirements set out in Article 20 WPG, the arrangement
between the parties must state which data are to be provided. Article 5, identical
in both the TFTF and SCTF Covenants, provides that, for the realisation of the
purposes of the Covenants:

(a) FIU-NL provides relevant information, insofar as this information has
also been processed for the performance of its own task in compliance
with the legal framework established in the Wwft and in accordance with
international agreements.

71 Ibid., Art. 126nf(3) Sv.
72 Rijksoverheid, ‘Integraal afwegingskader voor beleid en regelgeving. Trefwoord(en):

“Convenanten”, https://www.kcbr.nl/sites/default/files/70174-jenv-iak_waaier_wcag.pdf.
73 Ibid.
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(b) The FIOD provides relevant police data, insofar as this data has also been
processed for the performance of its own police tasks in compliance with
WPG, BPG, the Police Data Special Investigation Services Decree (BPBO)
and, where applicable, the Sv.

(c) The police provide relevant police data, insofar as this data has also been
processed for the performance of their own police tasks in accordance with
the WPG and BPG and, where applicable, the Sv.

(d) The private parties provide relevant information based on their own
investigations in accordance with the regime of the GDPR, the Dutch law
implementing the GDPR (UAVG) and the Wwift.”*

The Covenants both explain the sources of information that can be processed
within the taskforces, and also take note of possible limitations that may be
posed by the regimes to which the PPP partners are subject.

With regard to Fintell Alliance, the legal grounds used for information sharing
are more difficult to analyse due to the lack of any publicly available documents
equivalent to the Covenants. Considering, however, that Fintell Alliance is a
project run by the FIU-NL, one may begin searching for the legal basis for its
functioning and information sharing in relevant provisions of the Wwft, which
are the primary sources of the competences of the FIU. Article 13(e) and (f)
Wwft, discussed above, not merely allow but compel the FIU-NL to actively
provide recommendations and information to the obliged entities. Therefore, as
far as the activities undertaken within the Fintell Alliance, including those that
entail sharing personal data, can be considered as falling under the feedback
mechanism, the FIU-NL can rely on the Wwitt.

In a similar vein, the processing of contributions made by the banks to the
Fintell Alliance can be viewed as legally founded in compliance with reporting
obligations and the provision of information at the FIU’s request. Given that
there are no additional and more specific provisions authorising the sharing of
information within the Fintell Alliance, one can conclude that this PPP does
not amount to more than a modernised platform that allows for a more efficient
performance of the traditional tasks of the FIU and obliged entities in the area
of AML/CFT.

5. CONCLUSIONS

Under the existing AML/CFT legal framework, including the Wwft, banks,
being one of the most crucial categories of obliged entities, are an important
link in the fight against illicit money flows. Until recently, they have individually

74 Art. 5, TFTF Covenant, above n. 13.

Intersentia 37



Eleni Kosta, Magdalena Brewczynska and Bart van der Sloot

looked for possible unusual transaction patterns and reported any transaction
or activity they considered suspicious to the FIU-NL, which further investigated
information received and, when relevant, forwarded their findings to the
investigative authorities. Such an AML/CFT system leaves de facto responsibility
for searching for the proverbial needle in the haystack with the banks, which,
however, do not have sufficient background knowledge to understand precisely
what they are looking for, and to select information essential for the FIU-NL or
other investigative authorities. The FIU-NL shares this concern and, similarly
to the banks, claims not to have all the relevant information necessary to build
up a picture that would allow for detecting a criminal network or organisation
in situations when individual STRs do not reveal relevant connections and
correlations.

Still, while the traditional forms of achieving the AML/CFT policy goals by
having banks fulfil their compliance obligations (especially CDD measures and
reporting obligations) continue, in the last few years it has become clear that
the current system can be improved substantially by increased collaboration
between the banks, as private partners, and the FIU, Police, Public Prosecutor’s
Office and FIOD, as public partners. This has given rise to the establishment
of three financial information-sharing PPPs in the Netherlands - TFTF, SCTF
and Fintell Alliance. Although banks constitute only one category of the obliged
entities under the existing AML/CFT legal framework, they are the only category
so far to participate in the PPPs in the Netherlands.

What needs to be pointed out, first, is that the PPPs are not (yet) a replacement
for the existing AML/CFT mechanism, but are complementary thereto. They are
intended to offer improvements over the shortcomings of the current system.
Purportedly, this is highly visible in the outcome of the PPP’s operations, which
ultimately lead to the production of accurate STRs, and thus bring the results
of the PPPs’ work back under the AML/CFT regime. Since the PPPs do not
modify the existing AML/CFT system, but, rather, constitute a response to its
imperfections, any results of a PPP’s operations that give rise to criminal justice
processes or have any implications for such processes must be viewed from the
same perspective as if they had originated without the support of the PPP.

The second observation concerns the position of the FIU and the investigative
authorities and their relations with the private sector. While the traditional
AML/CFT system can be considered hierarchical in the sense that it establishes
a relationship in which the obliged entities, including banks, are subject to
certain obligations towards the state authorities (in particular the FIU), and
their compliance with those obligations can be verified and enforced by the
DNB, the PPPs offer something new. They illustrate a change towards a model
where all partners are equal and the FIU plays more the role of a coordinator.
The collaboration within the TFTF and SCTF is based on covenants: the
TFTF Covenant and SCTF Covenant. These are, however, policy instruments
traditionally characterised by the equality of their parties. This means not
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only that the parties were involved in the process of drafting the Covenants,
but that they can have a real influence on the way the taskforces function and
the activities they perform. The Fintell Alliance seems to shorten the distance
between the banks and the FIU even more by providing a common space for
sharing information.

This ties in with the third crucial observation, which concerns the voluntary
character of the private actors’ participation in PPPs. While the AML/CFT
legal framework requires all obliged entities to collaborate with the FIU, and
criminal procedural law lays down the rules on obligatory cooperation with
the law enforcement authorities, there is no obligation to join PPPs. As already
mentioned, so far only the banks have become partners in the discussed Dutch
PPPs, but there is some discussion about having other relevant market players
who are obliged entities under the AML/CFT legal framework join the PPPs -
especially digital payment services, which, due to the nature of their services, are
potentially at risk of facilitating dubious transactions. As regards the relations
between the private partners in the taskforces, the Covenants explicitly stipulate
that they do not prevent competition between the participating private parties,
or intend to limit or adversely affect it.”> Considered as a tool for increasing the
efficiency of the current AML/CFT system, PPPs can potentially be seen as a
chance for a better allocation of resources, which may ultimately make the PPP
partners more competitive than non-partners.

Finally, from the legal point of view, it is crucial to note several issues. In
principle, the establishment and functioning of the Dutch PPPs is anchored in
the Wwft, which sets out the AML/CFT policy goals and imposes a number of
obligations, such as reporting suspicious transactions, monitoring transactions,
providing information to the FIU-NL upon request, and requesting information
from and providing feedback to the FIU-NL. The manner in which these
obligations are met, in practice, within PPPs is provided in the Covenants for the
taskforces, and in the MoU for Fintell Alliance; of these, only the Covenants are
public. None of these documents was adopted through the democratic legislative
process required for universally applicable sources of law. It can be argued that,
since these documents govern only internal relations between their signatories,
they did not have to be subject to the same standards as legislative Acts; but, on
the other hand, they may affect the rights of the individuals, since they provide
for a sharing of personal data which may go beyond the scope of data processing
envisaged in the AML/CFT legal framework. Yet the most fundamental question
in the context of this analysis (and the complementary report on data protection,
‘Report on the EU Data Protection Framework’) is whether the sharing of
personal data within the PPPs is lawful. Article 6(1)(c) and (e) GDPR, as well

75 Preambles, TFTF and SCTF Covenants, above n. 13 and n. 14.
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as Article 8 of the Law Enforcement Directive,’® provide that the processing of
personal data is lawful when it is based on Union or Member State law. Although
such a legal basis for the processing of personal data does not necessarily require
a legislative Act adopted by a parliament, it must still meet the minimum criteria
for the permissible limitations of the rights and freedoms of the individuals. It
must be clear and precise and its application foreseeable for those subject to it,
as required by the case law of the Court of Justice and the European Court
of Human Rights. In the authors’ view, the Wwft creates only a very general
competence for information sharing. It creates a legal basis for filing STRs and
responding to requests from the FIU, which can then forward relevant analyses
to the competent law enforcement authorities. The Wwft allows the FIU-NL to
make recommendations and provide information to the obliged entities on the
prevention and detection of money laundering and terrorist financing, but it
does not specify the scope of such communications. Article 20 of the WPG allows
competent authorities to decide to structurally share police records with other
persons or bodies insofar as this is necessary for an important public interest
for the purpose of preventing and detecting criminal offences. This provision
served as a basis for making the arrangements for the taskforces in the TFTF
and SCTF Covenants. Nevertheless, the concerns mentioned above regarding
the legitimacy of such arrangements in a democratic society remain. It should
be noted that the legal basis for the sharing of data by the public prosecutor is
questionable. The public prosecutor does not fall under the WPG, and is not
allowed to share information in the context of the PPPs when the sole purpose is
to assist banks in their regulatory duties.

In view of the foregoing, this analysis concludes that the Dutch PPP system is
a novel and useful tool against ML/FT, and presents elements that suggest it may
be a best-practice example for other EU Member States. Still, there are issues,
such as those regarding the legal basis for all data sharing within PPPs, that
would benefit from further clarity, complemented with substantive safeguards,
ensuring that the sharing of personal data is limited to what is necessary and
proportionate in a democratic society.

76 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties, and on the free movement of such
data, and repealing Council Framework Decision 2008/977/JHA.
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