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1. INTRODUCTION!

Of all the contemporary technological advances, generative Artificial
Intelligence (AI) stands out. It powers several technological applications, such
as deepfakes, where content (video, audio or otherwise) is wholly or partially
fabricated, or existing content that has been manipulated using AL In just a few
years, deepfake technology has advanced rapidly in terms of quality, speed of
production and cost efficiency, so much so that humans are no longer able
to distinguish fake from authentic content. Another example is Augmented
Reality (AR), which adds an Al-generated layer to physical reality so that our
perception of reality is grounded in physical reality but Al-generated sen-
sory (audio, video, olfactory, etc.) input is received on top or instead of that.
Virtual Reality (VR) is a third example, and in its ideal form all sensory input
is Al-generated. Large Language Models (LLMs) can power chat programmes
and not only enhance the verbal capacities of physical robots, but also allow
them to better understand and respond to questions or tasks.”> Humanoid robots
have the physical appearance of homo sapiens, are equipped with the ability
to walk and talk like humans and run on advanced software, which grants

' This chapter draws partly from: Bart van der Sloot, Regulating the Synthetic

Society: Generative Al, Legal Questions, and Societal Challenges (Bloomsbury
Publishing 2024).

2 Hard Fork, ‘Elon’s X Machina + Crypto Orbs + A Visit to Google’s Robots
Lab (NYTimes 28 July 2023) www.nytimes.com/2023/07/28/podcasts/elons-x
-machina-crypto-orbs-and-a-visit-to-googles-robot-lab.html accessed 24 April
2025.
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Generative AI’s impact on autonomy, truth and equality 155

them human-like cognitive functions. They are also equipped with sensors
and, through the internet and cutting-edge technology, have access to facial,
object and emotion recognition.

All these terms do not lend themselves to exact definitions. When is fake
material to be considered a deepfake? Does the answer depend on the technol-
ogy used to produce the fake, whether the consumer believes it to be real, or its
deep impact on the perception of reality? When exactly does reality become
so augmented that it should be called VR; if 90 per cent of what a person sees
consists of Al-generated layers, is that still AR? What if VR is an exact copy
of physical reality, is that VR or more like an interactive film? At what point
does a robot look, talk, think and act so much like a human that it should be
considered humanoid? The definitions for all these developments depend on
sliding scales rather than binary distinctions and there is significant overlap.
For example, the metaverse can make use of AR, VR, the Internet of Things
and tactile internet applications. Sometimes, AR is based on a fully represen-
tational system, representing reality through a video screen, while adding an
Al layer to the video recording of reality. Apple’s Vision Pro uses VR, AR
and deepfake technology. Japan’s Moonshot programme, which has the aim of
the ‘realization of a society in which human beings can be free from limita-
tions of body, brain, space, and time by 2050°,> depends on multiple synthetic
technologies.

That is why these applications and their effects should not be discussed
in isolation; it is not so much the specific impact of a particular technology
that will have a lasting impact on society, but their xenogamy that may have
unprecedented effects on the foundational pillars of our society. This chapter
will home in on three of these. First, Section 2 will delve into the question of
autonomy and the rule of law. Second, Section 3 will discuss the effects of
generative Al on truth and democracy. Third, Section 4 will analyse the effects
of the various technologies on equality and humanism. Finally, the analysis
offered in Section 5 will suggest that although it is clear that synthetic tech-
nologies will have significant repercussions for these societal interests, good
regulatory options and easy fixes are very few and far between. Because of the
multiple dimensions of the various technologies in play, insights from vari-
ous knowledge domains are needed to arrive at comprehensive insights and
advanced conclusions. Given the inherent cross-border nature of these tech-
nologies, the methodology of this chapter is grounded in interdisciplinary and
transnational research methodologies.*

3 Moonshot, ‘Moonshot Goal 1’ www.jst.go.jp/moonshot/en/program/goall/
accessed 27 May 2025.

4 The same approach is taken in other domains, see e.g., Bart van der Sloot and
Aviva De Groot (eds), The Handbook of Privacy Studies (Amsterdam University
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156 Real rights in the virtual world
2. AUTONOMY AND THE RULE OF LAW

In Western democracies, the legal regime and the rule of law are not only
based on but also geared towards maximising human autonomy.’ The law can
only function if citizens understand and decide to follow it. Laws can never
be so specific that they give people perfect guidance: if a person is ordered
to mow the lawn, it should be clear to them that they should not cut away the
flowerbed; if a park prohibits the entry of vehicles, it should be clear that chil-
dren’s buggies are exempted.® The effectiveness of the legal system depends on
citizens having autonomy and an understanding of the meaning and purpose of
arule. This is why the rule of law safeguards autonomous decision-making by
citizens. The prohibition of retroactive legislation protects human autonomy
because people are not punished for acts they did not know would be crimi-
nalised later, and also ensures the effectiveness of the legal regime, as citizens
cannot respect legislation retroactively. The same holds for the requirement
to publish laws, that laws should be coherent and comprehensible, and that
they should not require the impossible of citizens. These rules ensure both
the effectiveness and the legitimacy of the legal regime; human autonomy is
essential for both.”

Al might fundamentally change how the legal regime and the rule of law
operate. Not only are rules embedded in the code,® which makes it hard if not
impossible to break them, but the code is also often not published; rather, it is
implicit in the design. This can mean, for example, that a player in a VR world
does not need to know the rules applicable in that world; they will simply dis-
cover that they are not capable of performing certain activities or using certain
terms. In addition, the difference between law and code is that the former is
based in natural language, which is inherently vague and ambiguous, while the
latter is traditionally based in binary code, which is clear-cut and unambigu-
ous.? In VR, citizens do not need to understand the purpose or meaning of the
rules and there is limited need for an executive and judicial branch with law as
code. In the current legal reality, given the ambiguity of natural language and

Press 2018).

> Kenneth I Winston, The Principles of Social Order: Selected Essays of Lon
L. Fuller (Duke University Press 1981).

¢ Lon L Fuller, ‘Positivism and Fidelity to Law — A Reply to Professor Hart’
(1958) 71(4) Harvard Law Review 630.

7 Lon L Fuller, The Morality of Law (Yale University Press 1964).

8 Lawrence Lessig, ‘Code is Law’ (Harvard Magazine 2000) www.har-
vardmagazine.com/2000/01/code-is-law-html accessed 24 April 2025.

®  Mireille Hildebrandt, Law for Computer Scientists and Other Folk (Oxford
University Press 2020).
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Generative AI’s impact on autonomy, truth and equality 157

the open-ended nature of the law, both the executive and the judicial branches
are attributed a margin of discretion in terms of deciding over the right inter-
pretation of the law. With Al, in principle, no such interpretative decisions are
needed.

On an individual level, synthetic technologies can have a double effect on
human autonomy.!® On the one hand, a humanoid robot can assist an elderly
person and allow them to live on their own, without being dependent on medi-
cal personnel, friends or family for hygienic, medical or household tasks. VR
may allow disabled or disenfranchised people to travel the world. AR can help
the blind navigate life. Deepfake technology can give people suffering from
speech loss their voice back. On the other hand, these people can become
dependent on the technologies and the companies that operate them. Contrary
to most low-tech instruments, digital companies usually have access to the data
processed through synthetic technologies and can make decisions that affect
their users. This means that private organisations will be central to important
decisions in terms of medical care, for example. They will determine what
margin of error is acceptable for diagnosing new potential diseases in elderly
people in terms of false positives and false negatives when patients are treated
in VR. In addition, the introduction of synthetic technologies triggers a range
of complexities. What happens if an elderly person refuses to eat their break-
fast? Should the humanoid robot warn medical professionals and the family, or
should it respect the autonomous decision of the elderly person?

In addition, the rise of generative Al will further the privatisation, datafi-
cation and commercialisation of society and public life. Tech companies are
involved in offering smart homes, sometimes for free, in return for data, as
well as being involved in designing and operating smart cities.

We often hear that social media platforms have become a de facto public sphere,
and how this creates huge problems for the exercise of rights such as freedom of
expression. With the proliferation of AR glasses in public spaces, we risk stumbling
into a situation where these same companies control an unregulated ‘augmented
sphere’ imposed on our public spaces. Here’s how that might work: Facebook aug-
ments the center of your city or town using proprietary features. These features
require that you have an account — and to give up all your personal data — to par-
ticipate. You value your privacy, but you have a strong incentive to join because
all your friends can see what you cannot see. A number of companies are already

developing their own digital version of the world — often called ‘Mirrorworlds’.!!

10 Beate Roessler, Autonomy: An Essay on the Life Well-lived (John Wiley &
Sons 2021).

1" Gaspar Pisanu, Daniel Leufer and Isedua Oribhabor, ‘Augmented Reality
and Augmented Risks: why AR is a Digital Rights Issue’ (AccessNow 16 October
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158 Real rights in the virtual world

This allows private parties to gather large amounts of data about private and
public life, social engagements and societal trends.

The rise of Al will also deepen the trend that the government and the public
sector become ever more dependent on technologies and the companies that
provide services, as synthetic technologies are used for the execution of public
tasks, such as education, healthcare, law enforcement, warfare and maintain-
ing public order. There is already a gap in the data and technical knowledge
between the private and the public sector, which is only likely to increase as
governments are reliant on tech companies for harvesting data and making
decisions based on profiles and the derived analytical projections.'? The same
applies to citizens, who become increasingly reliant on data technologies for
everyday activities; while this takes place, the companies developing the soft-
ware and hardware obtain detailed insights into the lives of citizens and the
way in which Al-driven technologies work, while the decisions made by com-
panies based on data are becoming ever more obscure to citizens. This trans-
parency paradox not only gives companies a huge influence over the lives of
citizens, whether by determining what they see or not when using AR, what
their movement restrictions are in VR or how the care robot will operate, but it
also turns citizens and their behaviour into commodities.!?

3. TRUTH AND DEMOCRACY

Although companies explicitly aim to provide public services and perform
public tasks that were previously in the hands of government organisations,
they are not accountable in the same way, nor is there any form of democratic
control. This is particularly evident in relation to VR worlds, in which some
people spend large parts of their lives. The company designing the platform
is typically the legislative, executive and judiciary power all in one, and has
sole discretion when deciding whether a rule has been violated and, if so, what
sanction is imposed. They can change the rules on the platform overnight or
remove someone from the platform without any further due process being
undertaken. A form of democratic control is absent. This problem becomes
more urgent when not only games take place in VR, but also increasingly

2020) www.accessnow.org/what-is-augmented-reality-risks/ accessed 24 April
2025.
12 Bart van der Sloot, Dennis Broeders and Erik Schrijvers (eds), Exploring
the Boundaries of Big Data (The Netherlands Scientific Council for Government
Policy 2016).
13 PFrank Pasquale, The Black Box Society: The Secret Algorithms that Control

Money and Information (Harvard University Press 2015).
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Generative AI’s impact on autonomy, truth and equality 159

social encounters, educational projects, business meetings and democratic
debates.!*

In addition, digital content is increasingly produced or manipulated by Al
The technology is not only used to deliberately mislead people, but is also
embedded in everyday applications.!> Generative Al, for example, gener-
ates beautiful atmospheric images of artificial forest cabins on Facebook or
photos of non-existent children who appear to be doing something spectacu-
lar. Cameras are often Al-assisted, meaning that they work on blueprints of
images. Consequently, a burning forest may still look green because the cam-
era knows that a forest is green or the moon may appear crystal clear in the
photo, even on a foggy night.'® With video calling, the high audio registers
are often filtered out and skin tones softened. Because deepfake technology is
freely accessible to everyone, citizens are increasingly generating fake images,
audio clips and videos for homely and satirical purposes.!” In VR, some play-
ers who appear real might be Al-generated and controlled. These trends and
many more combined mean that in a few years, more than 90 per cent of all
digital material may be Al-generated or manipulated.'® AI-detection programs
only filter out about half of the Al-generated content, the rest slipping through
the net.

The increased production of Al-generated content will mean that people
will be unsure what they can believe. Parents who doubt whether it is really
their child that is calling them in panic because their wallet has been stolen
may want to verify before sending money. Friends doubting that the avatar
resembling their friend is in fact controlled by their friend may have second
thoughts about interacting with the avatar. Insecurity about the veracity of
communication in a world that is almost fully digitally mediated is significant.
In time, these phenomena may mean that people will avoid the news, while a
well-informed citizenry is a precondition for a vital democracy and because

14 Bart van der Sloot, ‘Virtual Identity and Virtual Privacy: Towards a Concept

of Regulation by Analogy’ (2011) 1 eGov Prisenz 41.

15 Gwanggil Jeon and others, ‘Guest Editorial: Special Issue on Dark Side of
the Socio-Cyber World: Media Manipulation, Fake News, and Misinformation’
(2024) 11(4) IEEE Transactions on Computational Social Systems 4766; Marcello
Ienca, ‘On Artificial Intelligence and Manipulation’ (2023) 42(3) Topoi 833.

16 James Vincent and Jon Porter, ‘Samsung caught faking zoom photos of the
Moon’ (The Verge 13 March 2023) www.theverge.com/2023/3/13/23637401/sam-
sung-fake-moon-photos-ai-galaxy-s21-s23-ultra accessed 24 April 2025.

17" Mika Westerlund, ‘The Emergence of Deepfake Technology: A Review’
(2019) 9(11) Technology Innovation Management Review 39.

18 Nina Schick, Deepfakes and the Infocalypse: What You Urgently Need to
Know (Hachette 2020).
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160 Real rights in the virtual world

there is so much Al-generated material online and because this material is
increasingly difficult to authenticate or distinguish from non-Al-generated
material, this may feed into a trend that is already occurring: reality fatigue.
Epistemological insecurity is amplified by a ‘sequestration of experience’.!”
‘Hyperpersonalization can thus lead to a loss of confidence in (objective)
perception.’??

Synthetic technologies are used by politicians, political parties, and their
supporters, as well as by their adversaries. For example, some politicians
have avatars in VR platforms and direct their hologram to tour the country,?!
create deepfakes of themselves to reach their voters while in jail,?? instruct
Al to tweak their facial features to appear more relatable,?? or use LLMs to
give a speech in a minority language the candidate does not actually speak.?*
Although these uses mostly go against the terms and conditions of various
products and services, there are no legal provisions explicitly establishing
whether they amount to voter deception or not. Deepfake technology can also
be used against politicians, such as by using voice cloning to have a candi-
date say something compromising or damaging? or creating entire fake media
environments. The harmful use of Al by political adversaries can come from

19 Anthony Giddens, Modernity and Self-Identity: Self and Society in the Late
Modern Age (Stanford University Press 1991).

20 Bart W Schermer and Joas van Ham, ‘Regulering van immersieve tech-
nologieén’ (Considerati 2021) https://repository.wodc.nl/bitstream/handle/20.500
.12832/3082/3180-regulering--immersieve-technologieen-volledige-tekst.pdf
Isequence=4&isAllowed=y accessed 24 April 2025.

2l Chris Welch, ‘Indian Politician Morphs into Hologram to Reach Millions
of Voters’ (The Verge 7 May 2014) www.theverge.com/2014/5/7/5691714/indian
-politician-uses-holograms-to-reach-voters accessed 24 April 2025.

22 Siladitya Ray, ‘Imran Khan—Pakistan’s Jailed Ex-Leader—Uses Al
Deepfake To Address Online Election Rally’ (Forbes 18 December 2023) www
forbes.com/sites/siladityaray/2023/12/18/imran-khan-pakistans-jailed-ex-leader
-uses-ai-deepfake-to-address-online-election-rally/ accessed 24 April 2025.

23 Kat Duffy, ‘Al in Context: Indonesian Elections Challenge GenAl Policies’
(CFR 13 February 2024) www.cfr.org/blog/ai-context-indonesian-elections-chal-
lenge-genai-policies accessed 24 April 2025.

24 Kim Lyons, ‘An Indian Politician used Al to Translate his Speech into Other
Languages to Reach More Voters’ (The Verge 19 February 2020) www.theverge
.com/2020/2/18/21142782/india-politician-deepfakes-ai-elections accessed 24
April 2025.

25 Alex Seitz-Wald, ‘Democratic Operative Admits to Commissioning Fake
Biden Robocall that used AI’ (NBC News 25 February 2024) www.nbcnews.com
/politics/2024-election/democratic-operative-admits-commissioning-fake-biden
-robocall-used-ai-rcnal40402 accessed 24 April 2025.
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Generative AI’s impact on autonomy, truth and equality 161

rival domestic parties or from foreign powers. There have already been multi-
ple attempts to influence election results.

4. EQUALITY AND HUMANISM

A question that is looming on the horizon, but if ever, will become relevant
only in a decade or so, is Artificial General Intelligence (AGI) and sentience.
AGlI is the moment that computer intelligence is indistinguishable from human
intelligence. It is clear that on some points, Al has already superseded human
intelligence, while on other points, it is still lagging behind. Whether Al
has self-awareness is even more difficult to establish. Already, some Google
employees have asserted that the models they built had become sentient, while
most engineers do not believe that to be the case.?® In reality, however, both AGI
and sentience are not black-and-white matters. As the technology advances,
Al will be more and more capable of a diverse range of tasks and become
more and more intelligent and sentient. The question has been posed to what
extent and when should Al-driven entities be treated equally to humans and
attributed moral and legal protection. Is letting intelligent machines perform
monotonous factory jobs a modern form of slavery; is having intelligent enti-
ties serve as a sex robot a form of forced prostitution?

There is also the question of the extent to which virtual avatars deserve pro-
tection. To some, the avatar is their virtual body, similar to their physical body,
which allows them to navigate virtual reality. This raises complex questions,
such as: is the virtual rape of someone’s avatar to be likened to actual rape or
not, or should that question depend on the extent to which a person identifies
with their avatar and how much time is spent curating their virtual body??” In
addition, there is currently no clear legal protection against making deepfakes
of deceased persons, as the associated rights are typically only awarded to liv-
ing natural persons. There are also moral and legal questions revolving around
the status of deepfake images of non-existent people or highly realistic ava-
tars. In many jurisdictions, but not all, generating child pornography of non-
existent people or child avatars is prohibited, but what about extremely violent
and dehumanising snuff porn of non-existing people??® One of the problems

26 Nitasha Tiku, ‘The Google Engineer who Thinks the Company’s Al has
Come to Life’ (The Washington Post 11 June 2022) www.washingtonpost.com/
technology/2022/06/11/google-ai-lamda-blake-lemoine/ accessed 24 April 2025.

27 Robert Sparrow and Lauren Karas, ‘Teledildonics and Rape by Deception’
(2020) 12(1) Law, Innovation and Technology 175.

28 Aaron Yarmel and Jonathan Lang, ‘The Ethics of Customizable Al-generated
Pornography’, Midwest Ethics Symposium ’24: Artificial Intelligence (Prindle
Institute for Ethics 18 April 2024).
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162 Real rights in the virtual world

of not criminalising such conduct is that extreme content would be produced
and shared and thus normalised. In addition, it might provide people with a
legitimate alibi when consuming authentic extreme content, saying that they
thought it concerned non-existent persons.

Next to the question of whether non-human entities deserve moral and
legal protection equal to humans, there is the question of whether humans are
replaceable. When work in the household, in factories, and even in creative
sectors is taken over by Al, humans may become increasingly dependent on
Al for physical, intellectual and creative activities. Although maybe not to all,
there will be an intuitive appeal to many to take the easy road. If a robot can
lift a shopping bag, why would a person do it? If a virtual avatar can tour a
person around in a foreign country and Google Lens can translate texts, why
try to learn the basics of that language on vacation? If a sex robot is available,
why go out dating and go to lengths to buy smart clothes and nice perfume?
When Chat GPT can write an essay, why would a student do so themselves?
Additionally, deepfake technology allows people to create news bulletins that
fit their pre-established world views. It is also possible to bring one’s deceased
partner back to life so that the surviving partner does not have to be con-
fronted with the loss and grief. It is possible for teenagers who are overweight
and bullied at school to escape to VR with an avatar that mirrors their body
ideal. Therefore, in many ways, the effect of generative Al is that friction is
removed from the lives of people, while it is precisely through friction that
people develop.

If Al did indeed become more and more capable and humans more and
more dependent, the question has emerged whether a human-centric world-
view should still prevail. The idea of singularity, popularised by Kurzweil, pro-
moted the idea that humans and machines could be merged, thus using the best
of both worlds.?® Now, a new philosophy has arisen called post-humanism.3°
In the end, mankind may be (almost) fully replaceable by Al. Although this
might lead to the human race becoming redundant, it could be to the benefit of
Gaia. Mankind’s primary legacy, according to some, is that they have depleted
the earth, domesticated and annihilated other living beings and waged war
on each other. Perhaps if Al would replace homo sapiens, this would be to be
benefit of every other creature on the planet.

2 Ray Kurzweil, The Singularity is Near (Viking Books 2005).

30 Stefan Herbrechter and others, ‘Critical Posthumanism: An Overview’ in
Stefan Herbrechter et al. (eds), Palgrave Handbook of Critical Posthumanism
(Palgrave Macmillan 2022).
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Generative AI’s impact on autonomy, truth and equality 163
5. ANALYSIS

It is clear that generative Al will affect foundational elements of contempo-
rary society. This chapter has homed in on three of those. First, generative Al
and the various technologies which it enables, such as AR and VR, deepfake,
LLMs and humanoid robots, may undermine human autonomy and the rule of
law. Second, because there is an abundance of synthetic material, that is, mate-
rial that is generated or affected by Al, a shared understanding of what is real
and authentic and what is not may be lost, while a well-informed citizenry is
quintessential to a well-functioning democracy. Third, with the advancement
of Al, AGI and sentience may be looming on the horizon — the question then is
to what extent should Al-generated or driven creatures be awarded moral and
legal protection equal to humans. Neither of these societal problems is easy to
solve through regulatory solutions.

As to the first problem, the problem of autonomy, the complexity is that most
Al-driven technologies are aimed at the core of human nature, which is essen-
tially conflicted.3' A person may, for example, rationally wish to read a book at
night, drink a cup of tea and go to bed early, but there is something primitively
desirable about drinking a glass of wine and binge-watching a Netflix series
into the early hours. We often do not know what we actually want ourselves,
or sometimes only years later; we often regret choices we make, including
decisions we were convinced aligned with our authentic beliefs and ambitions
at the time. We often need the help of others and technology to meet our own
goals, such as having an app on our phones urging us to take a certain number
of steps per day or asking our partner to keep us from drinking more than
two glasses of alcohol at night. Human nature is truly complex, and it is often
impossible to say who a person ‘really’ is, what a person’s authentic self is,
even for the person themselves.

Does a humanoid sex robot enhance a person’s autonomy by giving them all
the sex they desire, or does it undermine their opportunity to develop a mature
human relationship? Is technology that allows a person to continue talking to
their late spouse good because it allows them to seek comfort in difficult times,
or bad because it keeps them away from what is best for them, what they (per-
haps unknowingly) actually want: to confront the pain and learn to live with
it? Is an AR device that blocks blood from a child’s sight laudable because

31 Bert van der Sloot, ‘The Right to be let Alone by Oneself: Narrative and
Identity in a Data-driven Environment’ (2021) 13(1) Law, Innovation and
Technology 223; Anita L Allen, ‘An Ethical Duty to Protect One’s Own Information
Privacy?’ (2013) 65 Alabama Law Review 845.

32 Theodor W Adorno and Max Horkheimer, Dialectic of Enlightenment
(Verso 1997).
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164 Real rights in the virtual world

it protects the child from harmful scenes that may lead to trauma, or does it
undermine the child’s autonomy because they do not learn to deal with shock-
ing or disgusting stimuli by themselves, so they become dependent on the AR
service? Does VR technology that allows us to explore new identities that feed
into our primitive desires to embody an ideal avatar keep us away from work-
ing on our true self? Or does it enhance a person’s autonomy as it allows them
to explore deep-felt desires and new identities, which they may not be able to
do in real life? In the end, most questions surrounding technology boil down to
questions about human nature.

As to the second problem, it is difficult to see how the rise of synthetic con-
tent and with it a post-truth era can be prevented, as so many Al-driven tools,
products, and services have been democratised and others have Al embedded
in their functional design. Although there are several ways of addressing this
issue, each raises its own dilemmas. For example, it has been suggested that
service providers should run Al detection programs to filter out Al-generated
and manipulated content, but this would also have the effect that legitimate
and unharmful content is blocked, as most content will be (marginally) manip-
ulated by Al, and even substantially Al-modified and Al-generated content is
often not unlawful. Another way would be to only rely on watermarked con-
tent; a watermark is a logbook attached to a photo, video, or other material that
shows what has been altered or manipulated, when, and by whom.3? However,
requiring a watermark could have the effect that authentic material would be
blocked for its mere lack of a watermark.3*

As a third option, one could point to the fact that under the current regime,
making incorrect, false or misleading statements is not prohibited as such, but
only if a speech act causes harm to a personal or general interest.3> That means

3 Michael Arnold, Martin Schmucker and Stephen D Wolthusen, Techniques
and Applications of Digital Watermarking and Content Protection (Artech House
2003).

34 Bart Jacobs, ‘The Authenticity Crisis’ (2024) 53 Computer Law & Security
Review 105962.

35 For commercial instances, there are rules on prohibited misleading prac-
tices. Directive 2005/29/EC of the European Parliament and of the Council of 11
May 2005 concerning unfair business-to-consumer commercial practices in the
internal market and amending Council Directive 84/450/EEC, Directives 97/7/
EC, 98/27/EC and 2002/65/EC of the European Parliament and of the Council and
Regulation (EC) No 2006/2004 of the European Parliament and of the Council
[2005] OJ L149/22. Directive 2006/114/EC of the European Parliament and of the
Council of 12 December 2006 concerning misleading and comparative advertising
(codified version) [2006] OJ L376/21. European Commission, ‘The Strengthened
Code of Practice on Disinformation 2022’ https://ec.europa.eu/newsroom/dae
/redirection/document/87585 accessed 27 May 2025. See also: Commission,
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that a series of complex issues may arise with regard to the causal relationship
between an untrue, incorrect or misleading statement and the damage it causes
(anticipated or actual). Moreover, untrue, incorrect or misleading statements
are not regulated as such, while they can be problematic, if they only further
the push towards a post-truth era. However, prohibiting untrue and inauthentic
statements would be a radical move, among many other reasons because what
is true or not is often one of the crosslines between relational, societal and
political groups. A final option could be to prohibit Al technologies, or at least
limit access for citizens, as the main problem is that it is almost impossible for
law enforcement authorities to adequately tackle the issues, a problem that is
aggravated by the fact that it is not always clear who produced the manipulated
content and that the services through which they are published are often based
in foreign jurisdictions. However, banning technology is a radical measure, as
it also disallows legitimate and positive use cases, denies innovation of tech-
nologies through serendipitous experimentation, and in any case prohibitions
are often easily circumvented, especially in the online environment.

Finally, the third point touched on in this chapter begs the question to what
extent the moral and legal realm should be extended.?® Although it is difficult
to imagine non-human entities having rights, the current legal regime does
attribute human rights to legal persons, which are also entities that are created
by natural persons.’” In addition, ever more countries are attributing rights
to animals and even to natural phenomena such as rivers.?® The decision of
whether to attribute rights to non-human entities is not only something that
depends on the moral status of the entity in question. Conversely, the legal
status of an entity has a considerable impact on its moral status. For centu-
ries, women were afforded a lower moral status than men. This is why they
were granted fewer rights and an inferior legal position. This inferior legal
position also affected their societal position and status, as well as their capac-
ity to explore and develop in full. For non-human entities, the same may be
true. Granting rights to non-humans would provide them with protection and
it would allow them to flourish, develop and assert themselves in the world

‘Proposal for a Regulation of the European Parliament and of the Council on the
transparency and targeting of political advertising’” COM/2021/731 final.

36 David J] Gunkel, Robot Rights (MIT Press 2018).

37 Stes Colas Est and others v France ECHR 2002-111 131.

3 See, e.g., Kate Evans, ‘The New Zealand River that Became a Legal Person’
(BBC 20 March 2020) www.bbc.com/travel/article/20200319-the-new-zealand
-river-that-became-a-legal-person accessed 24 April 2025.

Downloaded from https:
ia Open Access. This is an ope

Commons Attributio

tive

26 12:47:48PM

d under the Creative

s 4.0 Internationa
nd/4.0/) license

y-nc-nd/4.0



166 Real rights in the virtual world

according to their own views. Not granting rights to non-human entities would
mean that, essentially, they remain instruments for human ends.>

Yet granting rights and legal personhood to non-human entities would raise
a range of difficult questions, such as the following: can non-human entities
sue humans for being maltreated or should this be left to special advocates
or interest groups? How should non-human entities substantiate harm, such
as dignitary or emotional harm? Should non-human entities also have voting
rights? Can non-human entities sue each other? Would these kinds of legal
disputes be judged by human judges, non-human judges or a combined panel?
Suppose that non-human entities were granted legal personhood and were
allowed to invoke the human rights contained in the current catalogue. This
would lead to several complicated questions.

* Article 2 of the European Convention on Human Rights (ECHR), for exam-
ple, provides the right to life. No one shall be deprived of their life inten-
tionally, save (1) in the execution of a sentence of a court, (2) in defence of
any person from unlawful violence, (3) in order to effect a lawful arrest or
to prevent the escape of a person lawfully detained, or (4) in action law-
fully taken for the purpose of quelling a riot or insurrection. If this provi-
sion were applied to non-human entities, it would raise the question of what
would amount to a non-human death.*? A robot that is switched off can be
turned on again, a device that is demolished can be repaired and an avatar
that dies in a shooting game can be revived the next moment.*!

* Article 3 of the ECHR prohibits torture and degrading treatment. There is a
high barrier for this provision to apply, so it is unlikely that any discomfort
to a non-human entity would amount to inhuman or degrading treatment.
However, if a robot or avatar is employed for perverse sexual fantasies, it

39 See further: Johanna Seibt, Marco Ngrskov and Sgren Schack Andersen
(eds), What Social Robots Can and Should Do: Poceedings of Robophilosophy
2016/ TRANSOR 2016 (I0S Press 2016); Ryan Carlo, A Michael Froomkin
and Ian Kerr (eds), Robot Law (Edward Elgar 2016); Patrick Lin, Keith Abney
and Ryan Jenkins (eds), Robot Ethics 2.0: from Autonomous Cars to Artificial
Intelligence (Oxford University Press 2017); Wendell Wallach and Colin Allen,
Moral Machines: Teaching Robots Right from Wrong (Oxford University Press
2009); Michael Anderson and Susan L Anderson (eds), Machine Ethics (Cambridge
University Press 2011).

40 See also Theodore Scaltsas, “The Ship of Theseus’ (1980) 40(3) Analysis
152.

41 In addition, the ‘soul’ or ‘mind’ of an Al-driven entity is typically uploaded
to the cloud and can be installed on to a new HR, avatar or other non-human entity.
It is also easy to switch ‘minds’ between various non-human entities.
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might. Similarly, should this provision apply to non-human entities, the
generation of deepfake child pornography of non-existent children would
likely be prohibited. At the same time, it is unclear to what extent these
entities themselves experience the treatment as degrading, especially when
they are designed to perform and execute that exact function.

Article 4 of the ECHR prohibits slavery and forced labour, although this
does not include (1) any work required to be done over the ordinary course
of detention, (2) any service of a military character or service exacted
instead of compulsory military service, (3) any service exacted in case of
an emergency or calamity threatening the life or well-being of the com-
munity, or (4) any work or service which forms part of normal civic obliga-
tions. If this provision were to apply to non-human entities, it would likely
bring an end to the forced use of robots for manufacturing or avatars for
prostitution, yet not killer robots used in armed conflict.

Articles 8, 9, 10, 11 and 12 of the ECHR respectively contain the right to
privacy, freedom of religion, freedom of expression, freedom of associa-
tion, and the right to marry and establish a family. It is clear that applying
these to non-human entities would raise a number of complex questions.
If non-human entities were to be given these rights, this would mean, inter
alia, that the data of non-human entities could not be processed without
a legal basis or consent, and that they would be free to express their own
political views and to associate in a union. Equally, they could not be
forced to marry a person against their will. How the right to establish a
family would work in terms of non-human entities is unclear.

Article 1 of the First Protocol to the ECHR grants the right to property. If
this right were to be attributed to non-human entities, it would mean, inter
alia, that these entities should be able to enjoy the fruits of their labour
and would be entitled to possess objects. Article 2 of the Protocol provides
the right to education, which would grant non-human entities the right
to develop themselves through education. Article 3 of the First Protocol
specifies the obligation on states to organise free and democratic elections.
Were this provision to be applied to non-human entities, it would mean
that they would have the right to vote in elections. This would have an
enormous impact on democratic elections, as in time, it is likely that there
would be more non-human than human entities. In addition, political par-
ties defending the rights of non-human entities could be founded and influ-
ence political decision-making.

Finally, Article 14 of the ECHR prohibits discrimination. It is highly likely
that if non-human entities were to be given legal standing under the ECHR,
the European Court of Human Rights (ECtHR) would find that a distinc-
tion between non-human and human entities could only be made if such
a distinction were to be fair and reasonable in a specific context. It would
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168 Real rights in the virtual world

put a limit on or outright prohibit a potential ban on interspecies mar-
riages, voting rights for non-human entities and non-human entities enter-
ing buildings, for example.

It is consequently clear that complicated legal, moral and practical questions
would emerge if the current human rights catalogue were to be applied to
non-human entities. Potentially, a special non-human rights framework could
be developed, in which case a distinction would be made between the rights
of robots, avatars, non-existent persons and deceased persons. It should be
stressed that although entities may be attributed legal personhood or rights,
this does not necessarily mean that they have legal standing.*> Countries that
have attributed rights to animals or natural phenomena obviously do not expect
that non-human entity to go to court; instead, it allows natural or legal persons
to go to court on their behalf. Another question that will need to be answered
is the extent to which an Al-driven entity can be attributed an independent
legal status if it is partially dependent on human input. If a person designs and
creates their own avatar in VR, but that avatar then develops autonomously via
self-learning AI and is subsequently attributed rights, the avatar might make
choices with which its creator disagrees.

42 Christopher D Stone, Should Trees have Standing? Law, Morality, and the
Environment (Oxford University Press 2010).
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